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Preface

The goal of this course is to familiarize participating stots with the most important crypto-
graphic techniques and design principles in the contexttdDRRadio Frequency IDentifica-
tion) security. Unlike most courses and texts on cryptolgyapur primary focus isotthe most
traditional application of cryptography — enciphering pé§sibly very large) textual messages.

Instead, we will study in detail several aspects of autlcatitin, identification and authoriza-
tion. In such applications, we will be typically dealing tvishort messages in low quantities.
Instead of the usual long-distance point-to-point commatndon channel model, we will often
assume short-distance broadcasts. Another importaimglisshing feature of the security sys-
tems we will be studying is the fact that the computationabugces of certain elements are
severely constrained. Nevertheless, most principles exfthiques studied in this course have
applications far beyond RFID and are generally applicabkeicurity system design.

The language of course notes is English, as most of thetliteran cryptography and in-
formation security is available in this language and it ipartant that students of this subject
become familiar with English terminology.



1 Introduction to Security

“Many counting rods is victorious over few counting rods,
How much more so over no counting rods.”
— Sun Tzu: Ping Fa (“The Art of War”, Denma Translation)

1.1 What is Security Engineering?

Security considerations always arise in the context of aiimfy interests. Specifically, when
there is a possibility (othreaf) of such an action (calledttack that is beneficial for the ini-
tiating party, theattacker but harmful to some other party, thectim. While reasoning about
security, we often assume the point of view of the poteniiim, referring to potential attack-
ers asadversaries Yet, it is very important to keep in mind that the interestpviders and
consumers of security are not perfectly aligned either.

We are primarily concerned wittational adversariegin the economic sense), who attack if
they prefer thegainsfrom the attack to theostof performing the attack. While these are often
difficult to quantify, using the usual micro-economic ax®m@bout preferences, it is always
possible to assign a scalar utility function to these gamb@sts (see Debreu’'s Lemma in the
supplement). In practice, we usually express them in tefhmsometary value. The matter is
further complicated by the fact that we can only guess théemaces of the adversaries and
attackers can only estimate their costs and the gains;gdoieknowledge is rarely available.

Anything that imposes additional costs on the attackersiscarity measuréa.k.a.defensive
measurg These are not the only ways to mitigate threats (one camahuysurance policy,
for example), but alternatives are mostly outside of thgpeaaf security engineering. Security
measures fall in two main categoriegroactivemeasures anceactive measures. Proactive
measures make achieving the goals of the attacker more sixpewhile reactive measures
help punishing the attacker after completing the attack.

Security measures also have costs associated with thenmjtganeasures that cost more
than thdosscaused by successful attacks are not worth deploying.ftp®rtant to emphasize
that security measures often affect more than just the coste attacker and the defender. As
side effects, they can alter the gains of the attacker anlb$ises of the victim.

The losses of the victim and the gains of the attacker are oité commensurable, and the
fact that we usually express them in the same (monetary @) timit does not imply that they



1 Introduction to Security

are. The preferences of the two sides can be very different.
Security measures can successfully prevent attacks ia tases:

1. The adversary is not able to afford the increased costeddttack.
2. The increased cost of the attack surpasses the gainsr(asved by the adversary).
3. The increased cost renders some alternative actionrabédéefor the adversary.

Correspondingly, in two cases attacks defy countermeaswureen effective countermeasures
are beyond the means of the victiprédatory attack and when effective countermeasures are
not worth taking parasitic attacl. A possible avenue of attack that would not be prevented by
the security measures in place is caledherability.

Of course, the potential victim sleeps more soundly if theloged security measures are of
the first kind. For preventing the attack, these do not relyh@nattacker being rational and
well-informed, neither of which can be taken for granted.widwer, deploying such security
measures is often not an option, either because they aréordedile or because the potential
losses do not justify the costs.

In many cases, we resort to security measures of the secoddKiese are effective against
rational attackers that know about the costs and the gaitiseohttack, but are not necessar-
ily aware of alternatives. Performing the attack would eanst loss to the attacker, so it is
reasonable to assume that it will not be undertaken.

Unfortunately, such security measures can also be unraebsoexpensive, but even that is
no reason to surrender. A security measure can make thd& atpensive enough to make
some alternative action on the part of the adversary (etgckihg someone else) preferable to
attacking, even if the attack would still result in net gain.

Certain threats, however, are not worth defending agailmssuch cases, other means of
damage control, such as insurance or backup solutionslcgshewonsidered.

Security systems are collections of security measuresndefg the same assets against a
number of threats. Security engineering is the theory aadtjge of designing and maintaining
security systems as to maximize the economic benefit engeagira result of prevented losses
from attacks and incurred costs of the deployed securitysorea. In the case of linear utility
functions (which is often a reasonably accurate model agsarm), security system design aims
to maximize thaifferencebetween prevented losses and incurred costs.

As security measures prevent attacks by imposing costseoattacker (cryptographic mea-
sures, in particular, impose computational costs) in suetag that the adversaries decide
against attacking, a large part of security engineeringrsat modelingin which we estimate
the potential attackers’ capabilities, resources (bydued likely preferences. Threat modeling
is the topic of our next lecture.

In the second part of this lecture, we will elaborate on thigomoof security.
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1.2 What is “Secure”?

Security systems or components for such systems are ofiggttas “secure” by their respective
vendors. Such absolute claims come across as naive at ldestisleading at worst. Security
systems and their components always address specificshBadt as discusseed in the previous
part, the effectiveness of security measures is meaniogfulin the context of protected assets,
which is often not available when evaluating security systand their components. Since one
of the most efficient ways of reducing the cost of securitywisgread the considerable cost of
development and testing over a large number of deployedrinss, there are immense benefits
(discussed later in more detail) from using standard coraptsnin security design. Thus, we
need objective criteria for evaluating the security of comgnts and systems, when no or little
information is available about the protected assets anduakle to the defending party.

Traditionally, in order to compare the security of varioe$ahsive measures, we use various
metrics capturing the costs they impose on attackers (gegntnimal amount of time required
to open a safe without knowing the combination, the expewctedber of trials for guessing a
secret key, etc.). However, improvements in such metriceimponents do not always translate
into increased security for the system: Replacing a twa-Bate with a five-hour safe in a vault
that is inspected every ten minutes is not likely to prevéacés. Using encryption with a 256-
bit symmetric key instead of 64 bits, will not prevent attaehther, if the key is derived from a
6-digit PIN.

As a relatively recent development, an approach borroneah the economic analysis of
efficiency of resource allocation has been adopted in dgcoyi lan Grigg [3]. Let us call
a change in a security systelRareto-secure improvement it may prevent attacks without
allowing for other attacks. Within a given security systeamgomponent the replacement of
whichdoes notesult in a Pareto-secure improvement is caatkto-secure within the confines
of the security system question. This can happen for two reasons: either bedheseost of
attacking this componentis unaffordable for the adveesdas in the example with the patrolled
vault) or because attacking other components is clearfieraiele (as in the example of the 6-
digit PIN). A component that is a Pareto-secure choice fiqicahceivable) security systems is
calledPareto-complete

From [3]: “Using a Pareto-complete component is always &efiit. Designers prefer and se-
lect Pareto-complete components in order to reduce loé@lilegion costs, risks of incomplete
calculations, external costs of verification, and risksutfife changes weakening the system.
If unavailable, a Pareto-secure component is also suffidoen it carries risks that the security
system may face unpredictable changes in the future thalraneatic enough to challenge the
security. It also carries external costs of analysis, it Heaifiers of security need to confirm
that a component is indeed Pareto-secure within that system

For Pareto-secure systems, it is necessary that all compobe Pareto-secure.
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1.3 Mathematical Supplement

Debreu’s Lemma: Let X denote a completely ordered subset of a finite-dimensional E
clidean space. If for every’ € X sets{z € Xz < 2/} and{z € X2’ < z} are
closed inX, then an ordering-preserving real-valued continuoustfan@xists over the
elements ofX.

See [1] for more details.

1.4 Exercises

1. What security measures are taken in a car? What do theggbPoWhat threats do they
counter and how? Which ones are proactive, which ones acéve?a

2. One security measure in 2004 S-Class Mercedes is a fimgiespanner preventing unau-
thorized persons from starting the engine. Analyze thisiigsigcmeasure from a costs-
benefits point of view (hint: this measure was removed froen2005 model).

3. Analyze the security of the public transit system agdnestriders.

4. What components in your home security system are Paeetre? Are there any Pareto-
complete ones?

5. Nonces are random codes used to distinguish each awthionizession; a security mea-
sure often used for preventing attacks by replaying messag®rded in the past. How
many binary digits would be a Pareto-complete choice fotehgth of nonces?



2 Multiple Threats and Defenses

“And so it is said—
Know the other and know oneself,
Then victory is not in danger.”
— Sun Tzu: Ping Fa (“The Art of War”, Denma Translation)

2.1 Threat Modeling

From [2]: “Threat modeling is, for the most part, ad hoc. Ybink about the threats until you
can’t think of any more, then you stop. And then you're anmbgad surprised, when some
attacker thinks of an attack you didn’t.”

All security systems rely on some implicit or explicit asqutitons about the nature of the
threats they face. In many cases, security systems fail eduse their way of countering
anticipated threats is inadequate, but because attackaeliermge the very assumptions upon
which the security of the security system depends. Getliadghreat model right is paramount
to designing successful security systems. However, Steittie above process from scratch each
time is prone to result in unnecessary errors and wasted.difistead, Schneier recommends a
systematic way of looking at threats, which allows us to se-results from past work and use
our present results in the future: organizing threats irtathe calls amttack tree

Some action can be considered an attack either becauseaitseslosses directly or because
it makes other attacks possible. Thus, following [2], dacan be organized into a tree (ac-
tually, an acyclic directed graph) according to what othéaicks do they make possible and
whether they are sufficient or necessary for performingedrettacks. Equivalently, one can
think about these trees as (monotonous) logical expressiothe leaf actions, where sufficient
actions are joined bgr clauses, necessary actions are joineaigclauses.

Attack trees reflect the (anticipated) options of attackerachieve their goals. An actual
attack consists of actions for which the logical expressiomesponding to the attack tree is
true, when setting the variables corresponding to theserecto “true” value. Because of the
monotonous nature of the expression, any superset of aagsan attack as well. Conversely,
if certain actions do not result in achieving the goal, naitthoes any subset thereof.

Such a representation allows for a lot more than just savimgeswork on enumerating
threats; it allows for predicting attack preferences aral dbsts of attacks, it allows for in-
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Open Safe

Install
Pick Lock Learn Combo Cut Open Safe
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and
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Conversation State Combo

Figure 2.1: Attack tree (example from [2])

corporating lessons learnt from past incidents that haggbém different systems into security
design, it allows for evaluating the effectiveness of vasisecurity measures and a lot more.
Most importantly, it allows for efficient division of labonisecurity engineering.

Using the attack tree for assessing the (minimal) coststatlks and predicting the likely
choices of a rational attacker is quite straightforwarde Thnimal cost of performing an action
corresponding to a specific node of the attack tree can bessgd as the minimum of the costs
of sufficient children or the total cost of necessary chiidfi@ case of linear utility functions,
the sum of the minimal costs thereof).

Even without knowing the preferences of our adversarieslamability to model them with
some scalar utility function, we can use the attack tree terdene which attack are possible,
given some assumptions about the capabilities of the aayers

The evaluation of the effectiveness of various securitysuess is also significantly aided by
representing threats in attack trees; security measup@satly increase the cost of performing
specific actions. How this changes the overall costs oflkdte@n be deduced from re-evaluating
the attack tree.
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2.2 Cooperation in Security

Several players with slightly different roles participatethe security process. They typically
fall in one of the following categories:

subject: one who would suffer the losses caused by the attack. Typieaperson or an
organization, defining the security policy.

agent: one acting on behalf of the subject implementing the secpdticy, though not neces-
sarily affected directly by the attacks. An agent may sudfdly part of the losses caused
by successful attacks. Typically an employee, a contramtarcustomer.

provider: one whose sole responsibility towards the subject is desjgand/or deploying
security solutions. Unlike agents, providers do not neardgssuffer any direct losses
from attacks; all losses of the provider may be of indire¢tireg through liabilities and
reputation.

trusted party: from [2] (quote attributed to “a friend at the NSA”"): “Somemmwhom you
know can violate your security policy without getting catgTrusted parties are typi-
cally independent organizations (or individuals) invalweith many other security sys-
tems of similar kind.

While they have a common interest in security, their moikbratand priorities may be very
different. Of course, these roles are not necessarilyndistiWWhen the subject is a group,
the members are necessarily agents, who share some butaesisasdly all interests of the
group. When a security solution is developed, deployed getated in-house (a scenario
worth considering only for the extremely well-funded), yiders are agents as well.

All other participants can violate the security policy oktlubject and thus have to be in-
cluded in the threat model on one hand and provided with tbessary incentives on the other
hand. Trusted parties (often calledsted third partieswhen used to help transactions between
parties with slightly different interests) deserve spkattention, as they must, by definition,
be distinct from the subject and thus necessarily constduieakness in any security system.
Szabo eloquently argues in [4] the reasons (and some mettooalgid TTPs when possible.

Combining a trusted party with any other role (except thevioier) will necessarily result in
a conflict of interests compromising the integrity of one otthof the roles. Also, itis a fallacy
to assume that the costs of the trusted party can be arbjitraduced by spreading the cost
among the many users of the trusted party, because the nmenseredy/ on the trusted party the
more is there to be gained from attacking it, thus the mor#ycits security becomes. Actually,
common trusted parties can easily become an obstacle fieabiiy for this very reason.
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2.3 Secrets

Secrets (deliberately withheld information, known to sqragies and unknown to others) play
an important role in security in general and are central yptagraphic applications. Secrets
can be protected assets as well as means to protect othes. dsghis section, we will discuss

some basic aspects of dealing with secrets.

2.3.1 Shared Secrets

Unfortunately, two very different concepts are calstared secrein English. One is the same
secret known to more than one party, the other is a secretdinadbe assembled from different
secrets possessed by different parties. In this sectiodgakwith the former.

Shared secrets have the following undesirable property:ldbeses incurred by the leaked
secret are suffered by all parties, while the costs of pttgthe secret are born by each one
individually. Moreover, the gains from attacking the systey leaking the secret are won only
by thetraitor. Thus, depending on the actual figures for losses, costs aing,ghere is a
potential for what is known in game theory pgsoner’s dilemmaor tragedy of common&see
the supplement).

As the aphorism attributed to Benjamin Franklin goes, ‘@roan keep a secret, if two of them
are dead.” There is a qualitative difference between sest@red by two parties and secrets
shared by three or more parties. The difference is the fatigwif the secret is leaked, in the
case of two patrties, it is known (to them) who the source ofl¢la& was, so reactive security
measures imposing various costs on the traitor are posdibkesecret is known to three or
more parties, there is no way to defend it in the (likely) cafsthe tragedy of commons. Thus,
secrets shared by three or more parties are to be avoideduntgesystems whenever possible.

Of course, shared secrets between two parties are also mloerable than secrets known to
one party, so itis instrumental to keep the value (both tee & the victim and the gain of the
attacker) of the secret bounded from above. Secrets the @hlwhich keeps increasing over
time without bounds should not be shared.

Public key cryptographig usually the tool of choice to avoid shared secrets, becaaows
the use of a secret in one party’s possession by others withemeed to share it.

2.3.2 Global Secrets

A secret upon which the security of a whole system dependsdemaster key to all locks or a
root password to all computers) is of equal value to the $iyafithe whole system. During the
lifetime of the system, its value is bound to increase. Thkhesprotection of this secret easily
becomes the most expensive part of the security systeme Behret cannot be changed (that

10
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is the old secret cannot be rendered worthless for attackagain security measures taken
in the past to protect it (the choice of the type of the key,)etsay become inadequate over
time. Using a probabilistic model, if the probability of anspromise during a fixed period of
time has some lower bound (determined by decisions takehepast), the probability that
the compromise has not occurred converges to zero expaleriéist. Thus, parameters that
cannot be changed (e.g. the structure of the security systeonyption keys for information
that is available in encrypted form, or biometric infornoatiof authorized personnet)ust not
be used as global secrets. If possible, global secrets mwstdided in general.

A global secret that is shared (especially between threeoe parties) is a recipe for disaster.
Such mistakes in security design have historically leagh&ztacular failures.

2.3.3 Using Secrets as Security Measures

When the cost imposed by a security measure on the attadkert isf finding out a secret, very
small secrets are sufficient to thwart attackshioyte force(enumeration of all possibilities),
since the size of the secret can be as small as the logarittime oumber of possibilities. Such
secrets that are parameters of the security system set bulbject or its agents are callkels.

The workings of the security system are known to the provildéhe security of the system
or its components depends on the secrecy of informatiornr atfam the keys, it becomes a
shared secret between the subject and the provider, uhkgare the same. If the same system
or component is provided to many subjects, we have a secoeirkby many parties, which is
extremely difficult to keep. This has two very important incptions:

For consumers shopping around for security systems or coemis, it means that providers’
claims that the security of the system would be weakened sitafiing its inner workings are
best believed and such systems and components (and padebest avoided. For providers,
in turn, it means that publishing the details of what theysaléng makes good marketing sense;
if their solutions are secure even under full disclosurdlaetails (except the keys, of course)
it inspires confidence.

All this, however, does not imply that subjects should alszldse everything. From their
point of view, there is often no benefit from disclosing theadle of the security system they
use, while it may add to the costs of the attacker to keepiodtiangs secret or even lie about
them. It is very often beneficial to deceive the attacker ndigg the costs and benefits of the
attack; if the bluff is expensive to call and cheap to makes & valid security decision. The
extreme case is the so-callddg-sign securitywhen the dominant cost on the attacker is that
of finding out what the costs of an attack would be (like plgaribeware of savage dog” sign
on a fence around a house with no dog). When the subject amidligler are the same, very
sophisticated dog-sign security measures become pgrfatitbnal choices (e.g. there are good
reasons to believe that the US ballistic missile defensiesys a dog-sign security measure).

11
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2.4 Mathematical Supplement

Shared secret payment matrix:  One holder of the shared secret can chose to protect it,
and pay the costs (denoted &Y or to divulge it and not to pay the costs (which include
the opportunity costs from receiving the benefits going &tthitor). If someone fails to
protect the secret and it leaks, the losses that occur toldélyemin question are denoted
by L. In the case of two parties, there might be some perfaltyat is paid by the traitor,
but not the others. Thus, we get the following payment médrxne holder of the secret,
given the two possible strategies (protecting vs. divigyand the two possible behaviors
of the rest (with non-negativ@, L and P):

- —-L-C
—-L—-P —-L—-P
The benefits from keeping the secret, if everybody else dpesl & + P — C, if someone
else also divulges the secret, it beconies C. If C' > L + P, the rational behavior is to
become a traitor, no matter what others do. Keep in mind&hat 0 for more than two

participants [ is the loss to the individual (not the group) afidncludes the opportunity
cost of not receiving the bribe, so the dangerous situasidikely to be the case.

2.5 Exercises

1. The assumption that the success of the attack is a mooduamition of the various
actions is not self-evident. Some avenues of attack may heaityiexclusive. Think of
scenarios when the proposed threat model could lead to axisglsecurity measures.

2. The popular on-line auction web-site, eBay, combinesdhes of a trusted third party
(making sure that the auction is fair, in exchange for a peege of the winning bid)
and an agent (by automatically bidding on behalf of the ysens only need to tell their
highest bid). This necessarily allows eBay to attack thesused get away with it. How?

3. The default configuration of ssh, a remote administraboh disables remote root logins.
Why?

4. Analyze the economics of disclosing vulnerabilities id@ly deployed security systems.
Find the optimal strategies for various players. Verify yoanclusions by observations,
if possible.

12



3 Cryptographic Primitives

“Tastes do not exceed five,
Yet all their variations cannot be tasted.”
— Sun Tzu: Ping Fa (“The Art of War”, Denma Translation)

3.1 Introduction

Cryptographic security measures, by their very naturemrareh cheaper to deploy than to de-
velop and test. Thus, in cryptography, development andhtgsbsts can be spread over a large
user base, thus reducing the costs of each individual. Alscause of the shaky mathematical
foundations of cryptography and the inherent difficulty lué task, the testing of cryptographic

components can never be considered finished. Popular canisotinat are used in defending

many assets (and thus would result in immense gains for ssitd@ttackers) inspire confidence

(if they wouldn’t be secure, they must have been attackedomy).nYet, there is no guarantee

that successful attacks will not be devised against anyifspeomponent.

Thus, “following the herd” by using popular standard comguts in security design is a
wise strategy for several reasons: first, such componeatsidnject to intensive research, both
well-intended and malicious, so it is highly likely that flawvill be revealedeforeour partic-
ular security system gets attacked, secondly, in the evViatisoovering a weakness in such a
component, the security community is highly motivated teadep alternatives. In most cases,
alternatives are developed long before the need to repleemponent becomes pressing.

In order to facilitate the use of standard components, idigaatageous to design crypto-
graphic systems and protocols using abstract componetitswell-defined security objectives
(calledprimitiveg and pick actual implementations afterwards. In this lestwe will introduce
some of the most popular cryptographic primitives and dis¢hbeir use in security systems.

This chapter covers several lectures.

13



3 Cryptographic Primitives
3.2 One-Way Functions

3.2.1 Introduction

Mappings for which finding a pre-image (an argument yieldingpecific function value) is
computationally difficult are called one-way functions. eTbverwhelming majority of cryp-
tographic measures hinges on the security of one-way fumgtilt is important to emphasize
that the notion of “computationally difficult” does not haagenerally applicable mathematical
definition. The usual definitions from complexity theory,ileluseful, are sometimes neither
necessary nor sufficient for security. Furthermore, bexafpen problems in complexity
theory, it is not clear that families of functions, where #évaluation the function requires poly-
nomial resources (in terms of the length of the argumenthénvtorst case), while finding a
pre-image requires exponential resources (in the typesecexist at all. Also, one must exer-
cise caution when applying such asymptotic criteria todiptoblems.

Depending on the size of the argument and the size of theitumealue, useful one-way
functions fall into one of the following categories:

Substitution function: ~ The argument and the value are of fixed, equal length.

Compression function:  The argument and the value are of fixed length, with the arggime
being longer.

Expansion function:  The argument and the value are of fixed length, with the argame
being shorter.

Hash function: The argument is a sequence of arbitrary length, the valuifisaal length.

Keystream generator: The argument is of fixed length, the value is a pseudorandem se
guence that can be evaluated to an arbitrary length.

In addition to the one-way property, we often requilision resistancewhich means that
finding two different arguments for which the function yiglthe same value is also difficult
(or even impossible). For compression functions and hasttifons (a.k.a.message digests
or digest functionp collision resistance typically means that finding twolidohg arguments
requires, on average, resources proportional to the sgoaref the range of the function.

3.2.2 The Random Oracle

For design and evaluation purposes, we often useath@om oracle [5]as a common abstrac-
tion for one-way functions mentioned above. The randomleradich is available to all parties
(including the adversaries) does the following: when gigdrnary vector of arbitrary length,

14
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she responds with a sequence of independent random bitegdmim a Bernoulli distribution
with parametep = % until stopped. The only constraint on the oracle is that igithee same
vector, she responds with the same sequence.

In security proofs, we often replace certain parts of theisgcsystem with queries of one
or more random oracles (available to all parties, includatigckers) and prove security for
this ideal system. However, this method has received ample criticisrthe grounds that it
is possible to design protocols that are secure under ramulaole assumptions, banyim-
plementation would render them insecure (see [6] for ddtallearly, security under random
oracle assumptions is necessary; the exact conditions whersufficient is still subject to
intensive research. Random oracle assumptions are stribvagemere collision-resistance.

3.2.3 Linear Cryptanalysis

Supposedly one-way functions are said to halieear bias if the modulo 2 sum of some input
bits and some output bits is O with a probability diﬁeremirfr% (where the probability measure
is defined uniformly over all possible inputs of equal length

Such bias can be fruitfully exploited for finding pre-imagesllisions and other violations
of security assumptions. Linear cryptanalysis was firssg@méed by Matsui and Yamagishi in
1992 [7] and has drawn the attention of the cryptographicroanity when Matsui successfully
applied it to the US government Data Encryption StandardSPdipher [8].

3.2.4 Differential Cryptanalysis

Differential cryptanalysis deals withairs of inputs and corresponding outputs. If certain differ-
ences in inputs lead to certain differences in outputs wiphodability that is larger than what
is statistically warranted then the function is said to hdifierential characteristics

Such characteristics can be used for statistical attacksimilar manner. Although differen-
tial cryptanalysis was first presented by Biham and Shami©®o [9], it has been discovered
more than a decade earlier at the US National Security AgéM8yA) and possibly elsewhere.

3.2.5 Application Notes

One-way functions with no additional special propertieggseveral direct applications. In this
section, we give a brief overview of some of these applicatio

3.2.5.1 Authentication Using a Publicly Readable Database

Suppose that authorized access is granted to parties pregsspome secret pass-code over
a channel that is secure against eavesdropping (idertiicet done by some other means).

15
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The equipment performing the authorization is also assuimdée trustworthy. However, the
database which is used to verify what codes are authorizeddable by potential attackers.

We want to impose computational costs on attackers who wdeatn valid pass-codes from
the database. An obvious thing to do is to store one-way mgppf passcodes using some
one-way function. During authorization, the same funcisoapplied to the presented pass-code
and the result is compared to that in the database.

If, for some reason, there is a possibility that several tities share the same pass-code,
using the above solution would tell adversaries which orze identical pass-codes. In order
do deny attackers this information and make sure that alrdscare different, a unique sequence
(calledsalt) can be added to each pass-code before the one-way traasifammn he salt value
should be stored along with the one-way image of the pass-sodhat it is available at the
time of verification.

If the entropy of pass-codes is low enough so that an attaekbyneration (a.k.aictionary
attack may vyield a valid pass-code in a reasonably short timeingaitnposes the additional
cost of having to do the enumeration for each identity seéptaAn additional measure may
be using several iterations (typically tens of thousandsh® one-way function on the salted
pass-code. This may increase the time required for eachenation by a multiplicative factor
rendering the exercise excessively expensive for thelattat the cost of introducing additional
delay at verification time. However, the effectiveness & theasure may be questionable: at-
tackers may have access to a lot more computational powettiadavailable in the equipment
used for verification. Also, there is no guarantee that #@fed function cannot be computed
more efficiently. Finally, it is worth mentioning that a commmmistake is using an iterated one-
way function without salting. This defeats the purpose efdbcurity measure, as the dictionary
attack may be performed rapidly using a dictionary of prexpated images; the additional cost
imposed on the attackers can be spread over an arbitraryerwhbttacks on similar systems.

3.2.5.2 Authentication Over an Insecure Channel

If all the equipment used in the authentication can be cemsatitrustworthy (that is it is pro-
tected by various physical security measures, as is ofeecdble in RFID), but the communi-
cation channel is easy to eavesdrop (such as a radio chatireefjroving party may generate
a unique salt and send the one-way image of the salted pdssaoal the salt to the verifying
party, which, in case of successful authentication rectrdssalt value to prevent attacks by
replaying recorded messages.

There are other similar authentication protocols (e.g. mihe salt, callec¢hallengein this
context, is provided by the verifying party), which will besdussed in detail later.

Using simple one-way functions, it is not possible to autivate over an insecure channel
using a publicly readable database. For that, one needs edimmutativer trapdoorfamilies
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of one-way functions, both of which will be discussed later.

3.2.5.3 Stream Cipher Using a Keystream Generator

Keystreams can be used as one-time pads. It is very imparband reuse the same keystream
for encrypting two different streams. In order to use the esdmy for encrypting differ-
ent streams, one can use salting techniques similar to thissessed in Section 3.2.5.1 and
prepending the salt vector to the encrypted keystream. Gtualargument for the keystream
generator is either the concatenation of the key and the@a#t (possibly iterated) one-way
image thereof. The role of the second one-way function ¢l a compression function or
a hash function) in this case is to thwart related key attatksse the key-stream generator
turns out to be vulnerable to such. One alternative to gelabmpression or hash functions is
discarding a large part of the keystream before using thieagea one-time pad.

3.2.5.4 Ciphertext Feedback (CFB) Encryption Using a Compr  ession Function

Let f: {0,1} — {0,1}" denote a one-way function where > n. We can use this compres-
sion function to encrypt a sequence of plaintext bloBksP; . . . of n bits each into a sequence
of ciphertext blocks of identical lengthy, C; ... using a keyK € {0,1}™ ™ and a known
initialization vectorl, € {0, 1}" that should be different for different messages encryptiid w
the same key.

Encryption goes as follows: for eaéhe N, C; = P, @ f([,K) andI;;; = C;, where®
denotes bitwise modulo 2 sum (exclusive or). For decryptiagneed the samg K and:

P =C & f(;K)andl,;, = C;.

In a more general setting, one can use the same compressaiiofuf to encrypt a sequence
of blocks at most bits each. Let us denote the block lengthiby n. In this case(;, P; €
{0,1}* andI; € {0,1}". Instead off(/;K), only the firstk bits should be used anfl,; =
IZ.(”_’“)Ci that is/;,, is the concatenation of the last- k bits of I; andC;.

Unlike the stream cipher in Section 3.2.5.3, this methodnafgption is self-synchronizing
in the sense that a decryption using the correct Kewill result in correctly decrypted blocks
after a while, even if decryption was started in the wrongesta

It is also worth mentioning, that compression functions lbamused as keystream generators
as well, using either the so-calleditput feedbackKOFB) or counter (CTR) mode. We will
revisit this mode of operation when discussing implemeémadetails of various cryptographic
primitives.
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3.3 Homomorphic One-Way Functions

3.3.1 Introduction

A one-way functionf is calledhomomorphiavith respect to some algebraic operatiorde-
fined on its domain if it is cheap to compufeX © Y') from f(X) and f(Y"), without knowing
the values ofX or Y. For example, it is conjectured that in certain finite groeggonentiation
IS a one-way transformation (thatg$ is a one-way function of, whereg is a generator ele-
ment of the group in question); it is homomorphic with regge@ddition modulo the order of
g, sinceg™™¥ = g*g¥.

3.3.2 Application Notes

In some applications, such homomorphism of one-way funstean be exploited by attackers,
just like any other algebraic property, as it may yield nowidl information about the argument
of the one-way function, given the value, which is undedeab general.

However, homomorphic one-way functions (perhaps, witleo8pecial properties) can be
used for securing distributed computing (so that thoseopaihg parts of some computational
task cannot learn sensitive information about the wholgpical uses include voting, payment
and other applications in financial cryptography.

Homomorphic one-way functions are important building Blof more sophisticated cryp-
tographic primitives, such as blind signatures.

3.4 Block Ciphers

3.4.1 Introduction

Block ciphers are pairs of special compression functiens{0, 1}"** — {0,1}" andd :

{0,1}"** — {0,1}" such thatl(e(X K)K) = X ande(d(XK)K) = X forany X € {0,1}"

andK € {0, 1}*. Thus, block ciphers can be used to encrypt and decrypt &loiok bits using
a symmetric key of bits (n andk are called, respectiveliplock sizeandkey sizeof the block
cipher). To reflect this use, we often denet& K') by ex (X ') and, similarlyd(X K') by dx (X)

and regard a block cipher as a family of automorphisms.

The algebraic properties of block ciphers (regarded asamrohisms) determine how they
can be used. For general-purpose block ciphers, it is ddsithat they do not have any alge-
braic structure; since there a2&! possible automorphisms, a block cipher with similar block
and key lengths (that implie¥ < 2"!) can easily avoid being closed under composition.
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3.4.2 Application Notes

Either direction of the block cipher can be used as a gemqengdese compression function,
but block ciphers are typically slower than compressiorctiams without pairs. For example,
PGP-compatible encryption systems use only the encrylii@ction of the supported block
ciphers as a compression function for CFB encryption; tloeyg¢ion direction is not used.

Block ciphers can be used in a number of other ways to encnygptiacrypt streams of data
(e.g. ECB, CBC, etc.), which are outside of the scope of thigse. For our purposes, block
ciphers will be used to encrypt and decrypt blocks of datia.géenerally safe to encrypt different
blocks using the same key, especially if the number of blaxckssufficient for statistical attacks
such as those mentioned before.

3.5 Commutative Block Ciphers

3.5.1 Introduction

A block cipher for whiche(ep(X)) = ep(ea(X)) andea(dp(X)) = dp(ea(X)) is called
commutative For a long time, commutative block ciphers were not eversictaned, as they
were deemed useless. In an undergraduate paper, RalpheMpeddosed to use commutative
ciphers to achieve something that was thought to be imples&b millennia: to transmit a
message over a communication channel that can be eavesdrapithout a pre-shared secret.
In his paper, he notes that using any commutative cipheh(as®ne-time pads) won't work;
one needs commutative block ciphers (although he didnfttieain such). The paper was re-
jected on the grounds that commutative block ciphers coatcerist, as they would allow for
something clearly impossible.

Thus, public key cryptography was not born until the sempragder by Diffie and Hellman in
1976 [11]. The contribution of Merkle was acknowledged ie thllow-up patent [12] granted
in 1980. Several government agencies (especially GCHQe&rJt) claim to have invented
public key cryptosystems before that, but there is littlelemce of actually using it.

3.5.2 Application Notes

Merkle proposed to use the following three-way communaafor sending a secret message
M from Alice to Bob:

1. Alice generates a secret kdyand sends 4 (/) to Bob.

2. Bob receives the message, generates a secrét keyg sendsg (e4(M)) back to Alice.
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3. Alice receives this message and removes her encryptiapflyingd 4 toit: d4 (eg (ea (M))) =
eg(M). She sendsg (M) back to Bob.

4. Bob decrypts the message by applyihg dg(ep(M)) = M.

If the goal is merely to share a secret (which can be later,se@&xample, to encrypt com-
munication by using it as a symmetric key), one can use whatasvn as Diffie-Hellmarkey
agreementor key exchangeprotocol:

1. Alice generates a secret kelyand sendsG, e4(G)] to Bob, whereGG is some public
element in the domain of the block cipher caltgherator

2. Bob generates a secret kByand send$: ()| back to Alice.

3. At this point, both of them can calculaig(es(G)) = eg(ea(G)), which is their shared
secret.

Note that in general the so-call&iffie-Hellman problemwhich is devising:4(es(G)) from
ea(G), ep(G) andG, isnotequivalent to reversing, which is onlysufficientfor solving it. The
actual complexity of the D-H problem is subject of intengiesearch for different commutative
block ciphers. In cryptographic proofs, we often use Ehiie-Hellmanassumption, which is
assuming that the D-H problem is hard for our choice of conaive block ciphers.

Commutative block ciphers can be used to implement oth@tagyaphic primitives as well
and are among the most popular tools in public key cryptdgrap

3.6 Zero-Knowledge Proofs (ZKP)

3.6.1 Introduction

This cryptographic primitive lets Alice prove the posseasdf a secret to Bob without either
revealing it to Bob or allowing Bob to prove Alice’s poss@ssof that same secret to a third
party; an eavesdropper of their communication can learningt

The protocol (which can be iterated, if necessary) workohavs:

1. Alice commitgto her secret by revealing a (special) one-way functioneibier

2. BobchallengesAlice to calculate a function of the secret to which she cottediand
the challenge, which he is able to calculate from the comeritrand something else he
knows (but Alice does not).

3. Alicerespondsby sending the result of the calculation to Bob.
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This information is already known by Bob, so he cannot useprove anything to a third party.
The direct application of this primitive is authenticatiithout leaving an audit trail. It can
also be used to implement other cryptographic primitives.

3.7 Message Authentication Codes (MAC)

3.7.1 Introduction

Message authentication codes are “keyed hash functioms:way functionsn : {0,1}* x
{0,1}* — {0,1}™ wherek is the key size and is the size of the MAC. In plain English, the
MAC is calculated from & bit keyand a message of arbitrary (finite) length. In some, but
not all applications, collision resistance is a requiretnsa Pareto-complete implementations
should be collision resistant in addition to the usual org-vequirement.

Itis cheap to compute the MAC of a given finite-length strisgig a known key, but calculat-
ing a valid key given the corresponding key and MAC, as welirating a string that produces a
given MAC with a given key is (prohibitively) expensive. Buermore, it is expensive to forge
a MAC of a given message without knowing a key, with which @éanumber of messages
(even if those are adaptively chosen, but not equal to tigetawith corresponding MACs are
available to the attacker.

The strongest security requirement with respect to some MACtion is that of security
againstexistential forgerywhich is, correspondingly, the weakest adversarial geatcessful
existential forgery entails the creation of a valid mess&f&C pair with no constraints on the
content or the length of the message by an attacker that db@essess the secret key. A MAC
construction that is secure against existential forgenfds secure against all other attacks, as
all successful attacks against a MAC function allow for teqisial forgery.

In the context of information available to the attacker, Weakest adversarial goal is that of
existential forgery with adaptively chosen plaintertthis case, the attacker can ask the holder
of the MAC key to generate valid MACs for arbitrary messaged even make the plaintext
of these messages dependent on the result of previous tequdse attack is successful, if
the attacker can present a message with a valid MAC that tliehof the MAC keyhas not
computed. For a Pareto-complete MAC function, even thaétis prohibitively expensive for
all possible attackers with reasonable computationaltcainss.

The strongest adversarial goal against a MAC function stforbmplete break (retrieval of
the secret key) is that afiversal forgerywhen the attacker successfully computes the MAC
foranymessage. In between, there is a wide rangetictive forgerattacks, when the attacker
can forge MACs on certain kinds of messages but not others.

Finally, MAC functions need to have the same properties asveay hash functions. In fact,
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a MAC function with a publicly available keig a secure hash function.

3.7.2 Application Notes

MACs are typically used as an integrity protection measorepfaintext information handed
over to some untrustworthy party for recording. MAC funasoallow for storing a single
secret key (with adequate protection) by the verifier andimgnout large numbers of integrity-
sensitive messages to untrustworthy parties. Alternatgtions include storing the hash value
(or even the complete plaintext) of each message, whichvgobly more expensive. Thus,
MACSs are popular components in authentication and authtioiz tokens.

Depending on whether the integrity-sensitive messagegarerated by some untrustworthy
source or the holder of the MAC key, collision resistancepeetively, may or may not be
required of the MAC function.

In the design and evaluation of security systems relying &CB| it is common to treat the
MAC function as a random oracle with the message plaintextthe MAC key on its input. If
the used MAC function is secure against existential forgeithh adaptively chosen plaintext,
this random oracle assumption may be justified in formal fsrobsecurity.

3.8 Digital Signatures

3.8.1 Introduction

As a concept, the digital signature was first introduced i [&a 1976. The first construction
for obtaining digital signatures was published two yeatsr]an [13]. In short, it is the public
key variant of MAC, where the integrity of the message candxfied using a public key. It
is important to note that before the above mentioned puidics, the two terms (“digital sig-
nature” and “MAC”) had been used synonymously in cryptograjfiterature. It still happens
occasionally, especially in texts aimed at non-specsalist

The most important property of digital signatures in adudlitio those of MACs ison-
repudiation which means that a digital signature constitutes strondeexce that it has been
calculated using the private key corresponding to the plely with which it verifies correctly,
thus authenticating both the signed document and the siyherh has been written about the
essential differences between this technical use of npuadiation and the legal term (see [16]
for a detailed explanation). Yet, this — perhaps unfortanat coincidence in legal and tech-
nical terminology is still causing widespread confusiohjef is reflected in some particularly
unhelpful legislation in many jurisdictions.
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3.8.2 Application Notes

From a security engineering point of view, a digital sigmatis a mere authenticity and in-
tegrity protection measure, which is verifiable by partiest ttannot be trusted with providing
authentication.

Digital signatures can be used for authenticating both cameation and stored data. Thus,

they are particularly useful for providing authentic tramgts of communication sessions or
parts thereof.

3.9 Exercises

1. Assume that the best way of breaking the key of some blqakeck ., dj is enumerat-
ing all possibilities, until the key is found. The compaoaitiof two such block ciphers
€K, €K, dri,dr, 1S a block cipher with double key size. Can the key of this klopher
be retrieved faster than enumerating all possibilitiedfmth halves of the key, assuming
that the block cipher has no algebraic structure?

2. Construct a protocol for secure authentication over ambleopen for eavesdropping with
a publicly readable database using commutative block ciphe

3. Implement ZKP using the other primitives.
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4 Randomness

“He changes his camp,
Makes his route circuitous,
Preventing the people from obtaining his plans.”
— Sun Tzu: Ping Fa (“The Art of War”, Denma Translation)

4.1 Introduction

The notion of randomness in security engineering is quiterdnt from that in other sciences (a
fact unfortunately often ignored with perilous conseq@=)cIn security, the randomness of a
value means high costs for the adversary to learn or guesisiagyabout it, no more and no less.
The higher the cost, the more random the value. This immagianhplies that randomness is
highly context dependent; it depends on who the adversargsvhat information is available
to them (and what the costs of learning or guessing otherrirdtion are). In cryptography,
we typically use random bits. In this lecture, we shall dsscwhere to get them and how for
various purposes.

In order to be able to use the mathematical tools of prolighalnd statistics, we need to
define a probability measure on the different values of rembds (and other observables). To
this end, we evoke the notion of a rational attacker maximgihis expected net gains. Consider
the actual strategy of the rational attacker and a set aflolision-dependent optimal strategies
including this one. The distribution corresponding to tloéual strategy is used. Note that
this is not necessarily unique. Note, furthermore, thas ibften not known in advance with
certainty what the rational attack strategy is. In such €dse. in typical practical ones), the
probability distribution assigned to the values of randats tbepends on our assumptions about
the attacker.

Strictly speaking, statistical properties such as inddpane from observables, (jointly) uni-
form distribution and its consequences, are neither nacgs®r sufficient for security, albeit
highly desirable in most cases. Random bits with a non-umifoint distribution can be Pareto-
secure in a given context. For Pareto-completeness, theeabentioned statistical properties
are necessary in the majority of cases, because the cosess$igg the values of a number of
random bits with a non-uniform joint distribution is lowdran that of guessing the values of
the same number of jointly uniformly distributed randonsbit

24



4 Randomness

4.2 Obtaining Random Bits

Since the notion of randomness is context dependent, sol&s$teway of obtaining random
bits. Cryptography (giving the adversaries problems ireegf their computational capacity
available for attack) can help us getting more and bettedaambits out of a few poor ones
by feeding them into one-way functions. As long as the adrgrdoes not know (or cannot
guess) something about all the inputs of the one-way functiee output is random (according
to random oracle assumptions about the one-way function).

In the simplest example, we have a sedtgtfrom a large enough set that the adversary has
no hope of guessing. Then, we can get any number of randorbybitecrementing a counter
¢ of appropriate size and feeding the secret and the courtteritone-way functionfd that
provides at least one bit on the output.

Ri - H(Ko, ’L)

This is a fine method, if all the assumptions are correct. Hewef there is a non-negligible
chance that the attacker may learn the initial secret, Wiaileng a reasonably accurate estimate
on the counter value, randomness vanishes.

But what if our one-way function is less than perfect? In theve example, the inputs to the
one-way function are closely related. In fact, subsequeesdliffer only in two bits on average.
If the secretK is not known to the attacker, neitheris, = H'(K,, 1), whereH’ is another
one-way function, different fron/. Thus, the sequence

where
Ki — H/(Ki_l, Z)

for i > 0 is as random a®;, but less vulnerable to related-input attacks against sieel thash
function (in practice,H and H' are two halves of the same hash functio®., however, is
not a Pareto-improvement ov&;, because for arbitrary values 9fR; can be calculated with
less effort thanRk!, because of the lack of recursion (this property is sometiraéerred to as
“random access”, where “random” has a slightly differentamiag, which may be confusing).

The randomness of both and R’ ultimately depends on the randomnesgdGf However,
given K, andi, the output is consistent. Such “keyed” random sourcesaledpseudorandom
number generatoroor PRNG.

Sometimes, guarding any particular small secret (sucR@dor a long period of time is
infeasible. In this case, we resort tigal random numberswhich depend on the secrecy of
other parameters as well. Observe that including additieergables in the input of the one-
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way function cannot deteriorate randomness (assumingrieemay function to be a random
oracle). Of course, including some inputs may have assmt@ists.

Typically, the following inputs are included in real randemmber generators: a counter of
queries, to avoid short cycles, the time of counter initetiion, to avoid repeated outputs after
hardware reset, external inputs of the device outside ofattexkers control or prying eyes.
Dedicated hardware exists that generates additional inguit noisy resistors, semiconductors
and radioactive decay. In general, the more independeuatinthe better.

In some personal computer applications and operatingregstie state of the random pool
(the input of the one-way function, that is) is sometimesedgaon disk in order to preserve
randomness between reboots. If this is just an additioaitint can’t hurt (again, assuming a
random oracle for the hash function). If the saved randord &ethe only input (the state of a
PRNG, that is), it provides an additional avenue of attack.

4.3 Buying, Selling and Pricing Randomness

If we focus on the costs imposed on attackers, with all thifgygeh as costs to self) being
equal, everybody should generate random values for onétaifever, humans are very bad at
generating random values (most of us are hopelessly padti}t so we must resort to using
machines.

Building machines for ourselves may not be worth the randatne; so we usually resort
to using machines built by others. And this raises a host leérotoncerns: can the attacker
collude with the provider of the random generator? How dodvkithat my random numbers
are indeed random? These questions are the more impodaerglaandom number generators
cannot be black-box tested for maliciously inserted bao8rsl (predictability by an attacker
knowing something that we do not, that is).

The problem is further aggravated, when random numbers Ineusthared with other parties,
as in the case of common RFID tags and pre-paid scratch+afé ea the manufacturer. How to
motivate the manufacturer to keep the secret from advessatiow do we discover information
leaks? How much does it cost?

Suppose, each scratch-off card is sold for sgnpeice, the manufacturing costs are< p
(typical values would be =$0.15 vs.p =$5). The total number in one batché (a typical
value would beV = 10000). Thus, the value of the order i8¢, while the value of the secret is
Np. Itis not at all clear that reputation and opportunity fotuite business are enough to keep
the manufacturer honest.

The solution is using only a fraction of the random valuesl aot telling the manufacturer,
which cards are used and which ones are withheld. Thus, ramdonbers become random, to
some extent, for the manufacturer as well.
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Suppose, random numbers are activated as they are solgtbalimodel here is Roisson-
processwith rate)\). There is also a time period (typically modelled by an exgral distribu-
tion with an expected value) while the activated number remains valid. Thus, there anees
valid codes (the expected number-isin this model) that can be “stolen” by the manufacturer.
If, at a given timen < N codes have been sold, there &fe- n codes, that are known to the
manufacturer, have not been validated, nor invalidatedcanlfttempt of using such codes is
registered, the manufacturer will get caught, losing feitursiness and the sales from this batch
will be stopped. Registering attempts of using alreadylidated codes is meaningless, as it
can be done by anyone. Hence, by trying to use a stolen cotleabaot been invalidated, the
attacker will succeed with probability, = 2.

For the manufacturer, the expected gain from an attack is- s,,p — (1 — s,,)C, whereC'is
the cost of losing future business,, increases wit with Gy = p. As long as it is negative,
the manufacturer has effective incentives not to steal.0L€t M < N such that,; < Obut
G111 > 0 (of course,M depends or”). In order to keep the manufacturer honest, from a
batch of N codes, we can sell only/, thus(N — M)c must be paid for randomness 8 ¢
for each code sold.

4.4 EXxercise

In the above example, we considered only one batch. Whatemapff batches of codes are
purchased regularly from the manufacturer to keep up wettddgmand (a Poisson process with
rate \)? Assume an interest rate bf In this case, it is possible to determine the optimal batch
size, to estimaté€’, etc.

Using reasonable estimates farc, 7, A\, and/, give an estimate how much your cellular
provider is paying for the randomness of each top-up card.
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5 RSA Cryptographic Primitive

“With one skilled at defense, the enemy does not
know where to attack.”
— Sun Tzu: Ping Fa (“The Art of War”, Denma Translation)

5.1 Introduction

This cryptographic primitive, first proposed in 1978 [13hstthe first one to achieve a complete
public key cryptosystem envisioned in [11], useful both poblic-key encryption and digital
signatures. The underlying hard problem is that of factbomposite numbers with large
prime factors. Strictly speaking, it has not been provenemécessary for breaking RSA, but
it is obviously sufficient as we shall see.

The primitive consists of a private and a public transfoiorathat are inverses of one another
(see Section 5.3 for more details). For encryption, oneoper$ the public operation, so that
only the owner of the private key can calculate the originaksage by performing the private
operation. For a digital signature, one calculates theapgivwperation so that everyone (in
possession of the public key) can verify it.

The two operations are modular exponentiations with a medulwhich is a product of at
least two large distinct primes (denoted, henceforthybys, . . .), where the exponentsand
d (public and private, respectively) satisfy = 1(mod¢(n)) (note, furthermore, that andd
must be relatively prime witk(n)). Clearly,¢(n) = (p; — 1)(p2 — 1) .. .. Because of Euler’s
theorem (see the mathematical supplement), forraandc such that

m® = c¢(modn)

we have

¢ = m(modn).

This statement is known &8SA Fundamental Theorerkindingd given eandmis known as
RSA Problem
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5.2 On the Difficulty of the RSA Problem

For moduli with two prime factors, it is not difficult to seedttfactorization, computing and
solving the RSA Problem are equivalent. In the general case can prove that factorization
implies ¢, which, in turn, implies solving the RSA Problem, but it i;mgectured that the RSA
Problem is no easier than factoring the modulus. Hence jsrstittion we shall focus on what
is know about the difficulty of factoring the modulus.

The computational effort required for most straightfordvatgorithms (including the brute
force approach) used for finding non-trivial divisors degeenn the magnitude of the smallest
prime factor. Thus, given the magnitude of the product, tleaigst cost on attackers utilizing
such algorithms is incurred witfavo prime factors in thesameorder of magnitude.

WORK IN PROGRESS ...to be continued...

5.3 Mathematical Supplement

Euler's theorem: Letx andn denote two integers that are relative primes. Then

%™ = 1(modn).

The theorem follows directly frorrermat’s Little TheoremFor any integer: and primep

2P = z(modp).
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6 Digital Signatures Based on
Discrete Logarithms

“The shih is like drawing the crossbow
the node is like pulling the trigger.”
— Sun Tzu: Ping Fa (“The Art of War”, Denma Translation)

6.1 Overview

Digital signatures based on the difficulty of calculating ttiscrete logarithm in some finite
cyclic groupG of orderq are constructed from zero-knowledge proofs of discretaritigms in
G. What makes such schemes possible is the (additive) honptmecand one-way properties
of exponentiation (see Section 3.3). The basic idea is te tlalee valuesy — the private key
of the signer,M — a message representative (typically the hash value ofdiualanessage)
andk — a random value, and subsequently prove, using one-wayesnége ability to solve a
(modular) linear equation involving, M andk of which only M is public.

All such algorithms for signing an arbitrary messadeanvolve picking some random integer
k € Z,, committing tok by calculating the:t" element iy (following the multiplicative group
notation we writey*, whereg is a generator element @) and then using/ to form a challenge
and, finally, calculating the zero-knowledge praasf knowing the discrete logarithm € Z,
(theprivate key of someg” € G (thepublic key. The verification requireg = ¢* — the public
key of the signer)/, s and the challenge. The latter two constitute the digitahaigre of M/
by the entity with the public key. The authenticity ofy needs to be established separately.

In all such signature schemes, the disclosureadrresponding to a particular signature leads
to the disclosure of the private key used for calculating $iganture; the unique solution of the
linear equation used for the signature. Similarly, the atgre of two different messages using
the same value of also causes the disclosure of the private key. Thusust be a colloision-
free random value (i.e. at least twice the size of a symmiegyg. It is important to emphasize
that the randomness éfis the Achilles heel of such signature schemes, and therefoypical
target of attacks.
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6.2 On the Difficulty of the Discrete Logarithm Problem

It is necessary, albeit not sufficient, for the difficulty aécrete logarithms that the orderof

G have at least one large prime factor, to thwart attacks byaestive search of the discrete
logarithms modulo all prime factors gfand then using the Chinese Remainder Theorem to
calculate the discrete logarithm @&. To prevent existential forgery with adaptively chosen
plaintext,q should be large enough not only to prevent full enumeratigridprovide collision
resistance as well. Thus, it should be at least the size dfiaion-free hash function (or twice
the size of a symmetric key).

The computational cost of computing discrete logarithms glepends not only on the order
of G but also on its representation. Traditionally, the muitiglive groups of7F'(modp) and
G F(mod2"™) or subgroups thereof have been used, wheigea large prime and” is a large
power of 2. It has to be noted, however, that ugiiig(modp) is usually a pareto-improvement
overGF(mod2"), because due to the ease of computations with the lattenambtomputers,
equivalent strength can be achieved with longer numbeus, iticreasing the RAM costs. The
only advantage otz F'(mod2") is the reduced ROM cost for firmware implementations on
low-end microcontrollers. With today’s technology, it iardly relevant.

With this choice, the difficulty of the discrete logarithnopitem requires further consider-
ations in addition to those regarding the largest primeofact the order ofG. Namely, the
value ofp (or 2") should be large enough to thwart the calculation of digci@garithms using
advanced sieve methods (a.k.a. index calculus). The esjgize is the same as that of the
modulus of RSA for equivalent strength against such attaGikgen the size op, the value of
the largest prime factor afis greatest, ip is aSophie-Germain prime¢hatisp’ = (p—1)/21is
a prime as well. In this case, with a choicegasuch thay # p — 1, the order; of g is divisible
by p’. However, similarly to the case of choosing the modulus ofARSbe the product of two
equally large primes, the security of such a choicé&'a$ not balanced against attacks depend-
ing on the size op and those depending on the largest prime factaf, afcurring unnecessary
costs in calculations if,.

To balance the security @i against these two kinds of attackjs typically chosen to be
a prime of the size of a collision-free hash functipnis chosen to be a large enough prime
such thaty | p — 1 andg is any integer such thdt < ¢ < p — 1 andg? = 1(mod p. The
cryptographic use of such groups has been proposed by €ktes-Schnorr [15], hence they
are often referred to @&chnorr-group

Another, increasingly popular choice f6f is the additive group over the points of non-
singular elliptic curves over some finite field (typically?’(modp) or GF'(mod2")). There
are no known attacks that are better than enumeration maelelprime factors of, thus the
representation of the elements of the group (two coordinatéhe finite field of choice) can be
much shorter than in the traditional case, thus decreabmgdsts of calculations i@. Note,
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6 Digital Signatures Based on Discrete Logarithms

however, that most research regarding elliptic curves filoisiperspective is relatively recent,
and there are no theoretical reasons to believe that moogeeffimethods for finding discrete
logarithms in such groups will not be developed in the futdreus, the conservative choice is
to resort to elliptic curves only if the computational coasits of the chosen platform and the
security requirements of the application cannot be metgusiher means.

6.3 Possible Signature Equations

The following is a fairly general form of signature and vedfiion equations. Most digital
signature schemes based on the difficulty of the discretarilign problem (with the notable
exception of Schnorr’'s scheme [15]) are special casesdhere

The general form of the signature equatiomis = b + cz(modg). The verification is
performed inG, using the one-way imageg*® = ¢’¢*, where the verifier knows” and ¢*
but notk andz.

Parameters, b, c denote values from any row of the following table in any order

=+’ +s m
+r'm +s 1
+r'm +ms 1
+r'm +7r's 1
+ms +r's 1

The actual digital signature is the pdir, s). One possibility is to setn = M, r = ¢* and
r’ = r modg.

Alternatively, one can set = r’ = (¢g* modp) modg. In this case, the signature equations
remain as above. The verification equation becomes((g“'5*2) modp) modgq, whereu;, =
a~'b modq andu, = a~'c modg.

If message reconstruction is required, like in the case & Bif§natures where anyone can
obtain) from the digital signature itself, then set= M g* modp (orr = (Mg* modp) modq)
and setn = 1 in the signature equation.

6.4 Case studies

6.4.1 ElGamal
Signaturer = ¢*, s = (k=1(M — xr)) modg.
Verification: r5y" = g™.
Historically, EIGamal’s signhature scheme [14] was the &tgth construction. The underlying
linear equation is/ = xr+ks(modgq). This corresponds to the first row of the table witk- s,
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6 Digital Signatures Based on Discrete Logarithms

b= M andc = —r'.

Observe that the two most expensive calculations in theatige, namely the exponentia-
tion ¢* and the modular inverse~! can be computed independently &f in advance. The
message-dependent calculations in the signature arepfiagtions and additions i, which
are substantially faster. In particular, much faster tharfggming the RSA operation. This
property is desirable for systems with limited computagicesources; most subsequent digital
signature schemes based on discrete logarithms inhehie@dvantage of ElIGamal’s digital
signature.

However, this construction also has some disadvantages) wbmpared with RSA. With
equal public key sizes (which are believed to correspondjtovalent strength), the length of
the EIGamal signature exceeds that of RSA. Secondly, ittipossible to recover the message
representative from the signature.

6.4.2 Schnorr

Signaturee = H(M]||r), s = (k — ze) modq, wherer = g*.
Verification: H(M||#) = e, wherer = ¢°y°.

In the above equationg]/ denotes a general collision-resistant one-way functigh vénge
in Z,. The message representatidecan be (and indeed usually is) the plaintext of the message
itself, not its hash value. Operati¢jdenotes concatenation.

This scheme, proposed by Claus-Peter Schnorr [15] for thpgoge of further reducing the
computational costs is particularly useful for RFID apations. It isnot a special case of the
general scheme described in Section 6.3, but it is closkya@to equatioh M = s+ r'x also
corresponding to the first row of the table with= M, b = s andc = 7’.

Note that the signature is just twice the size of a collisiesistant hash function, which is
a substantial improvement over ElIGamal signature and o%& & well. Furthermore, there
is no modular inverse calculation on a per-signature bagdigh makes it less expensive than
ElGamal’s algorithm. Schnorr’s algorithm also has the propthat no expensive calculations
(i.e. modular exponentiation) depend on the actual medselge signed and thus can be per-
formed in advance during idle time.

6.4.3 p-NEW

Signaturer = Mg*, s = (—k — r'z) modg.
Verification: M = ¢*y"'r.
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6.4.4 DSA

Signaturer = (g modp) modq, s = (k=(m + zr)) modg.
Verification:r = ((g*'y*2) modp) modgq, whereu; = ms~' modq andu, = rs modg.

6.4.5 GOST R34.10-94

Signaturer = (¢g* modp) modgq, s = (zr + km) modg.
Verification: r = ((g*'y*2) modp) modgq, wereu; = sv modq, uy = ((¢ — r)v) modq and
v =m? 2 modg.
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7 The Radio Channel

7.1 Introduction

Cryptographic applications in the context of physical siglare often using unguided elec-
tromagnetic waves for transmitting information. When thevelength is at least a few cen-
timeters (or, equivalently, the frequency is lower than & tozen gigahertz), we speak of
radio-frequency (RF) communication, which is, by far, thesthcommon and most important
case.

In order to be able to design and evaluate such securityragstee will need to know the
most important properties of RF communication channelse dim of this chapter is not to
teach RF design, but to highlight the particularities ofioachannels that are important for
attacks and counter-measures related to cryptography.

The electromagnetic properties of air are very similar twsthin vacuum; such electromag-
netic fields ardinear, isotropicandhomogenousLinear approximations, where the joint field
caused by several excitations is expressed by the sum oftts Gaused by them individually
and the scaling of the excitation by a constant scales thhegmonding field as well by the same
constant, are accurate over several orders of magnitudectioins are indistinguishable. Envi-
ronmental characteristics, such@emittivity, permeabilityandconductivityare, for all practi-
cal purposes, constant all over the space and equal to theaeuum: = ¢y ~ 8.85 - 10—12%
= o~ 1.26- 10‘6% ando = 0, respectively. Thus, Maxwell's equations characterizimeg
electric and magnetic fieldds(and H, respectively) become (with electric and magnetic flux
densitiesD = ¢ £ andB = o H)

)
1. curlH = ¢g—
n 0ot
OH
2. CUrlE = —pg—
u Ho o
3.divH =0
4. dvE =0
. . 1
from which it follows that the speed of wave propagation isadoc = ~ 3-10%2,
v Ho€o
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7 The Radio Channel

7.2 The Hertzian Dipole

Because of the highly linear nature of the electromagnetid,fiit is practical to express all
excitations in terms of linear combinations of elementaxgitations. One such elementary
excitation is a short conductive section with a current teatonstant over the length of the
section, changing as a harmonic function of titneith a frequencyf and amplitude/: i =

I cos(2m ft + ¢). Obviously, its lengthi must satisfyl < ¢/ f. This excitation element is called
Hertzian dipole after Heinrich Hertz.

o

\ R

Figure 7.1: Hertzian dipole in a polar system of coordinates

The electromagnetic field excited by the Hertzian dipole dnastational symmetry around
the dipole’s axis. In particular, the magnetic field is suwdt tonly the tangential component is
non-zero (see also Figure 7.1):

[ 1 2
Hian(R, o, t) = El sin o (ﬁ cos(2m ft — Re + ¢) + CLRf sin(27 ft — Re + <b))

Observe that the distance-dependence of the field has twpaments: one vanishing witR?
callednear-fieldand one vanishing witl calledfar-field. Strictly speaking, these two are not
electromagnetic fields, as they do not satisfy Maxwell'sagmuns; only their sum does. Yet,
from an engineering point of view, the two are often treatgbsately. At any given distance,
the ratio of the amplitude of the far-field to that of the né&ald is proportional to the frequency;
the higher the frequency, the stronger the far-field raginati he two amplitudes are equal where
R = Zi T which implies that the near-field is dominant only to a fraxtof the wavelength.
This fact admits of the approximation that the near-fieldgghia independent of location; the
pulsating near-field. To further simplify calculations, often approximate the far-field locally
with plane waves. Since in practice any antenna can be cmtestl from Hertzian dipoles and
any signal can be expressed in terms of harmonic componéetsiotions of near-field and

far-field apply in most cases, albeit often in a less simplamea
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7 The Radio Channel

7.3 Restricted Reception

One way to impose additional costs on the eavesdropperasvier lthe amplitude of the signal
at the eavesdropper’s possible locations. Complemenhisgetfort, it is important to take
measures that protect locations with high signal ampliaghgnst unauthorized access.

7.3.1 Shielding

One way to confine RF signals is tRraraday cagda.k.a. Faraday shielding in North America
or Faraday screening in the UK and Australia), that works atide range of wavelengths
and geometric configurations. ldeally, this is a sufficignilick conductive sheet forming a
continuous closed surface that separates the protectets assl the attacker. However, this is
rarely practical. For one reason or another there are yss@the holes in the shielding surface;
as the name of the Faraday cage suggest, the whole surfabe eamesh.

By sufficiently think, we mean that the thickness substégtexceeds theskin depthd =
\/W_l of the conductor. By conductor, we mean that the condugtivisatisfieso >
2mef. Note that both definitions are frequency-dependent. FRiaite, metals are conductors
for the whole practical range of frequencies, while soilreainbe considered conductive for
gigahertz-range frequencies and beyond. In the table b&lewgive the skin depths in copper
corresponding to various frequencies:

f=1 50Hz | 1kHz | 1MHz | 1GHz
0= 1 9.4mm| 2.1mm| 67um | 2.1um

Small holes, where the diameter is substantially smalkem the wavelength, are essentially
irrelevant, though it must be kept in mind that the same hag be small for one frequency
and large for another. Many small holes should be treateddxyrporating their effect into the
average conductivity of the shielding material.

Large holes act as secondary sources on their boundary hdthrespectiv near- and far-
fields, while far-field radiation from the inside passes tigiothe middle of the hole. In general,
it is difficult to fully characterize the RF signal leaving alé because of the various reflections
inside the shielding. Formal treatment of holes in the slmgj is clearly beyond the goals of
this course.

Finally, it is important to emphasize that wave propagatiathin a hollow conductor (that
is within a reflective shielding) is the superposition ofthak excitations inside and their reflec-
tions. It is easy to see that the lossless reflection moded doeapply, as it would result in
infinitely increasing signal amplitude within the cage. é&ality, the finite conductivity of the
shielding results in heat from the induced skin currents, 3ignal amplitues within Faraday
cages are typically much larger than what the same exaitatauld cause in the open.
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7 The Radio Channel

7.3.2 Far-field Transmission

Near-field reception and far-field reception are quite d&ifein how they affect the transmitter.
Far-field radiation draws power from the transmitter whethenot it is received; power density
decreases wit#®? simply because the total surface of the wavefront increagtbsi?; the total
power carried by the wave does not change. Near-field radiatiaws power only if there is a
near-field coupling with some other system.

The total power of far-field transmission can be calculatgidgia quantity calledadiation
resistancgwhich we denote by 59 as Frgq = %IQRrad. The efficiency of an antenna is
characterized by the ratio of radiation resistance to olvgsistance. For Hertzian dipole

A 212 I \?

It holds for other antennae as well th&},q is inversely proportional to the square of the
wavelength.

The distribution of power density over the spheric waveffismever uniform. The distribu-
tion of power density defined as a function of direction, whibt constant, converges very fast
as the distance from the antenna increases. The limit ofdikisbution is calleddirectional
characteristicof the antenna. Figure 7.2 below shows the cross-sectidredfitectional char-
acteristics of the Hertzian dipole; a doughnut with no haléhie middle.

Figure 7.2: Directional characteristics of Hertzian dgsol

Directional characteristics apply only to the far-fieldaimsmitter and receiver characteristics
are the same. The directionality of the antenna is chaiaeteby a quantity calledain which
is the ratio of the maximal power density over the averagegoa¥ensity in the directional
characteristics. It is not difficult to see that the gain ofextiian dipole is7 = 3/2.

Another characterization of the directionality is tfiéective areaThe relationship between
the effective area and gain is the following:

C2

Aeﬁ == WG
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7 The Radio Channel

The ratio of the effective area and the geometric area of tibenaa aperture is calleaper-
ture efficiency For strongly directed antennas, aperture efficiency icaiy betweern).4 and
0.9. From the point of view of security, very high aperture e#fiaty is not desirable, as such
antennas tend to have considerable side lobes (local mabéside the main beam) in their
directional characteristics, which makes them vulnerébkavesdropping (for transmitters) or
jamming (for receivers).
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